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K_Street Consulting offers several services to address your NIST
compliance needs. Due to our extensive experience in both performing
and responding to NIST 800.37 audits, K_Street will assist you in every
facet of the process.

The following is applicable towards audits and assessments targeting 800-171, 53, and 37.

K_Street’s professional certified cyber security team will help you:

c Identify the crown jewels of your ° Perform an extensive NIST based pre-
environment by working with each audit to prepare for any upcoming official
department to determine from every assessments.
angle what should be deemed critical and
categorizing each type of data. o Assist in addressing and responding to

official NIST audits. This includes preparing

e Identifying what controls, based on NIST the pre assessment evidence collection,
800.53, should be in place to address the participation in the interview process
due care requirements for the types of responding to direct questioning of process
systems, data and processes cataloged and procedure, and the providing of
at critical. additional artifacts requested during

the assessment.
e Measure the effectiveness of current
controls and perform a cost benefit analysis
to determine what the most cost effective
improvements are.
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Performing NIST Assessments

Our review and recommendation of controls will find the proper balance between security and privacy
that addresses both the needs and limitations of your business and that of NIST compliance without
undue cost and burden.

. Security of PIl|

Security risks that arise Privacy risks that arise
from unauthorized | from a by-product of
system behavior authorized PIl processing

Security controls Z Privacy controls

Relationship Between Security and Privacy Risks and Control Section

And our audit process thoroughly covers all domains of the NIST area of focus.

Security and Privacy Control Families

ID Family ID Family

AC Access Control MP Media Protection

AT Awareness and Training PA Privacy Authorization

AU Audit and Accountability PE Physical and Environmental Protection
CA Assessment, Authorization, and Monitoring PL Planning

@)Y Configuration Management PM Program Management

cP Contigency Planning PS Personnel Security

IA Identification and Authentication RA Risk Assessment

IP Individual Participation SA System and Services Acquisition

IR Incident Response SC System and Communications Protection
MA Maintenance Sl System and Information Integrity
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Performing NIST Assessments

K_Street follows the NIST 800.37 risk management frame model in its process and can provide this
guidance on an annual basis. By reviewing our historical records with your firm, we can streamline the
process each year saving you time and money.
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Risk Management Framework

K_Street’s comprehensive strategy means providing an organizational approach to both assessing
and implementing your NIST risk management process.

Communication Strategic Risk

Status Reporting Tactical Risk
System or Component

Organization-Wide Risk Management Approach
Contact K_Street today to discuss your NIST compliance needs and

schedule a discussion with one of our certified security professionals.
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